Cloudockit's Optimal Setup - Enterprise - AWS

Before you start, let us help you navigate all of the steps to Cloudockit Optimal Setup. Simply book a call with one of our experts.

Introduction

The purpose of this document is to provide the detailed steps to install and configure Cloudockit Desktop in an optimal way so you can get

going as quickly as possible with your automated documentation generation for your AWS environment.


https://outlook.office365.com/owa/calendar/Cloudockit2@umaknow.com/bookings/s/Q7WaFOxn7E2sor8xCCzIjw2
https://pdfcrowd.com/?ref=pdf

Cloudockit desktop can be installed in many ways. On a workstation, on a server, on a virtual machine.

Based on our experience we have identified that the optimal way is to create an EC2 instance and install Cloudockit desktop to automate
your document generation.

Step 1 - Create the IAM User

Your chosen IAM User will be used to list all of the accounts in the organization to enable Cloudockit Desktop to loop through the accounts
and assume roles in each of them.

Create the User

Sign in to the AWS Console and open the IAM console: Amazon IAM

In the navigation panel, choose Users, press Add user.


https://console.aws.amazon.com/iam/
https://pdfcrowd.com/?ref=pdf

Identity and Access
Management (IAM)

=

Dashboard

+ Access management
Groups

Users

Roles
Folicies
Identity providers

Account settings

Set User details and Select AWS access type

Enter a name
In Access Type, check Programmatic access

Click: Permissions

Q Find users by username or access key

User name «
adktestusert
Admnistrator
AzureDocKit
cdkdesktopijfc

cdkfullaccesskeys

rikl lsprMiaw


https://pdfcrowd.com/?ref=pdf

Add user 0 2

Set user details

You can add multiplers at once with the same access type and permissions. Learn more

User name® = CDKOptimalMultiAccountScan

© Add another user

Select AWS access type

Select how the

Access type® « Programmatic access
Enables an access key ID and secret access key for the AWS API. CLI, SDK, and

other development tools.

AWS Management Conscle access
Enables a password that allows users to sign-in to the AWS Management Console.
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Create the Policy

Select Attach existing policies directly.

Click: Create Policy

Add user : o 3 4 s

~ Set permissions o

fay . . . 4 Coov permissions from ll I, Attach existing policies | |
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eh':. A USET 10 group P existing user

Create policy

Filter palicies ~ Q search

Policy name

» accessToUmaknowAccount

4 adkpascaltesii

b AdministratorAccess

» AlexaForBusinessDeviceSatup

G

3 I AlexaForBusinessFullAccess
» AlexaForBusinessGatewayExecution
» Wi AlexaForBusinessLifesizeDelegatedAccessPalicy

» AlexaForBusinessPolyDelegatedAccessPaolicy

» Set permissions boundary

E directly

Customer managed
Customer managed
Jo function

AWS managed
AWS managed
AWS managed
AWS managed

AWS managed

=
4
Showing 646 results

Used as

Permissions policy (1)
None

Permissions policy (23)
Boundary (1)

None

None

None

None
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Make the following selections:

* |n Service, select Organizations

e |n action, select Access Level / List Accounts and ListAccountsForParent
e |n Resources, select All resources

Click: Review Policy

Create policy o 2

A policy defines the AWS permissions that you can assign o a user, group, or roke. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON Import managed policy

Expand all | Collapse all

= Organizations (2 actions) Clone Remove

°I' Service Organizations

or Actions | jst

ListAccounts
ListAccountsForParent

o" Resources Specific
close @ All resources
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As a best practice, define permissions for only specific resources. Alternatively, you can grant least privilege using condition keys

Leam maore

» Request conditions Specify request conditions (optional)

Character count: 172 of 6 144

© Add additional permissions

Cancel Review policy

Give your Policy a unique name and press Create Policy.

Create policy

Review policy

Name* | CDKOptimalMultipleAccountPolicy|

Use alphanumeric and “+=_@-_" characters. Maximum 128 characters.

Description

Mazimum 1000 characlers. Use alphanumeric and '+=_@-_" characters

-
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Summary

Q Fitter

Service Access level Resource Request condition

Allow (1 of 241 services) Show remaining 240

Organizations Limited: List All resources Naone

* Required

Close the opened tab to create the new policy.
Go back to the user creation screen and refresh the list.
Select the newly created policy

Click: Tags

Add user 1 o s 4 s
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+ Set permissions

Copy permissions from

1
:AL‘ Add user o group existing user

' Create policy

Filter policies Q cdk

Policy name «

Attach existing policies
directly

» CDK-NoPermissionCostAndUsageReport
9 b cdkCestExplorerServiceMissingPermissions
] CDKOptimalMultipleAccountPolicy
» CDKOptimalSetupPolicy
» kinesis-analytics-service-cdkKinesisAnalytic-us-east-1

» Set permissions boundary

Type

Customer managed
Customer managed
Customer managed
Customer managed

Customer managed

Showing 5 results

Used as

None
Permissions policy (1)
None
None

Permissions policy (1)
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Add Tags

Add tags based on your organization’s policies.

Click: Review
Add tags (optional)

IAM tags are key-value pairs you can add to your user. Tags can include user information, such as an email address, or can be descriptive, such as a job
title. You can use the tags to organize, track, or control access for this user. Learn more

Key Value (optional) Remove
Add new key

You can add 50 more tags.
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Cancel

Previous

Review

Review the parameters and create a user.

hd‘\lﬁl I 0™ ™
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AUU USci 1

Review

Review your choices. After you create the user, you can view and download the autogenerated password and access key.

User details

User name CDKOptimalMultiAccountScan
AWS access type Programmatic access - with an access key

Permissions boundary Permissions boundary is not set

Permissions summary

The following policies will be attached to the user shown above.

Type Name
Managed policy CDKOptimalMultipleAccountPolicy
Tags

No tags were added.
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Save the Access key ID as well as the Secret access key in a safe place.

You will need them to authenticate the account for Cloudockit.
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® Success
You successfully created the users shown below. You can view and download user security credentials. You can also email users
instructions for signing in to the AWS Management Console. This is the last time these credentials will be available to download. However,
you can create new credentials at any time.

Users with AWS Management Console access can sign-in at: https: /349224196492 signin.aws.amazon.com/console

& Download .csv

User Access key ID Secret access key

» & cdkoptimalsetup IERSSE| GGGLCEGMUS ™= Show

Step 2 - EC2 Instance Role and Policies

Let's create a policy and the role required for the EC2 instance to access the accounts and generate documentation.


https://pdfcrowd.com/?ref=pdf

Create a Policy

Connect to the AWS Console and select IAM.

Select Policies and press Create Policy.
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Identity and Access
Management (IAM)

Dashboard

» Access management
Groups
Users

oles

Policies

Identity providers

Account settings

» Access reports

Access analyzer

Select the JSON tab and paste this JISON into the window.

Click: Review Policy

{
"Version": "2008-10-17",

Create policy Policy actions ~

Filter policies Q, search

Policy name

» AccessAnalyzerServiceRolePolicy

» accessToUmaknowAccount

b adkpascaltest!

» AdministratorAccess

» AlexaForBusinessDeviceSetup

b AlexaForBusinessFullAccess

» AlexaForBusinessGatewayExecution
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"Statement": {

"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "*"

Create policy o ,

A policy defines the AWS permissions that you can assign 1o a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON Import managed policy

1= {

2 "Version": “2012-18-17",

i~ "Statement™: {

4 "Effect™: "Allow",

5 "aAction": "sts:AssumeRole",
& "Resource": "="
7
8
9
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Characler count’ 96 of 6,144 Cancel Review policy

Give the policy a unigue name and press Create policy.

Create policy 1 °

Review policy

Name* | CDKOptimalAssumeRole]

& alphanumenc and '+=,_@-_" characters. Maximum 122 characlers

Description

Maximum 1000 characters. Use alphanumeric and +=_@-_" characlers

Summary

Q, Filter

Service v Access level Resource Request condition

Allow (1 of 241 services) Show remaining 240

&Ts Limited: Write All resources Mone
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* Required Cancel Frevious Create policy

Add Tags

Add tags based on your organization'’s policies.

Click: Review

Add tags (optional)
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IAM 1ags are key-value pairs you can aag [o your User. 1ags can INCiuge User INtormauon, Sucn as an emall aaaress, or can De aescriplive, sucn as a Jop
title. You can use the tags to organize, track, or control access for this user. Learn more

Key Value (optional) Remove

Add new key

You can add 50 more tags.
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Cancel

Previous

Review

Give the policy a unigue name and review to make sure everything is in order.

Click: Create Role

Create policy

Review policy

Name*

Description

Summary

COKOptimalassumeRole

Use alphanumeric and "+= @-_" characlers. Maximum 128 characlers

Maximum 1000 characters. Use alphanumeric and "+=_§@-_" characlers

G‘, Filber
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Service « Access level Resource Request condition

Allow [1 of 241 services) Show remaining 240

SlS Limited” Wrile All resources Mone

* Required Cancel Previous Create policy

Create an EC2 Role for Cross-Account Documentation

Connect to the AWS Console and select IAM.
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Select Roles and press Create role.

\dentity and Access @ ——
Management (IAM) 1
QSearch
Dashboard

» Access management Role name ~

Groups adkauto

Sers adklambdar
Roles AdkRoleReadOnlyAccess
Policies

adminonlypascalamazon

Identity providers
adminpascalgmail

Account settings

[ R O o T SPUNP TR R YRR S e o P

Under Select type of trusted entity, select AWS Service.

Create role o 2) (3
6elect type of trusted entity

SAML 2.0 federation

W R S
rporate airel

OO OF dny penil
nroridar Gur Corpo Nreclonry
o

."'i AWS service @ Another AWS account @ WEHIEIdEntIt}F o
EC2, Lambda and others 4l Eclonging fo you or 3rd parhy . uh '
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Allows AWS services to perform actions on your behalf. Learn more

Choose a use case

mmon use cases

EC2

Allows EC2 instances to call AWS services on your behalf.

Lambda

Allows Lambda functions to call AWS services on your behalf.

Or select a service to view its use cases

API Gateway

AWS Backup

AWS Chatbot

AWS Marketplace

AWS Support

Amplify

AppStream 2.0
AppSync

Application Auto Scaling

Application Biscovery
Service

Batch

* Reauired

CloudwWatch Events
CodeBuild
CodeBeploy
CodeGuru

CodeStar Notifications
Comprehend

Config

Connect

DMS

Data Lifecycle Manager
Data Pipeline

DataSync

EKS

EMR

ElastiCache

Elastic Beanstalk
Elastic Container Service
Elastic Transcoder
ElasticLoadBalancing
Forecast

GameLift

Global Accelerator
Glue

Greengrass

KMS

Kinesis

Lake Formation
Lambda

Lex

License Manager
Machine Leaming
Macie

Managed Blockchain
MediaConvert
Migration Hub

OpsWorks

Rekognition

RoboMaker

S3

SMS

SNS

SWF

SageMaker

Security Hub

Service Catalog

Step Functions

Storage Gateway

S

Cancel

s Manager
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From the Attach permissions policies screen select the following policies:

e ReadOnlyAccess
e CDKOptimalAssumeRole (Name of the policy you have created in the previous setup)

Click: Tags
Create role ]

~ Aftach permissions policies

Choose one or more policies to attach to your new role.

Create policy

Filter policies + Q cDK

~u
L

Showing 6 results

Policy name « Used as
» CDK-NoPermissionCostAndUsageReport None
» cdkCostExplorerSemnviceMissingPermissions Permissions policy (1)
v CDKOptimalAssumeRole MNone
» CDKOptimalMultipleAccountPolicy Permissions policy (1)
b CDKOptimalSetupPolicy MNone

» kinesis-analytics-service-cdkKinesisAnalytic-us-east-1 Permissions policy (1)
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» Set permissions boundary

* Required Cancel Previous m

Add tags based on your organization’ss policies.

Click: Review
Add tags (optional)

|AM tags are key-value pairs you can add to your user. Tags can include user information, such as an email address, or can be descriptive, such as a job
title. You can use the tags to organize, track, or control access for this user. Learn more

Key Value (optional) Remove
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You can add 50 more tags.

Cancel

Previous
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Enter a unique name for your role.

Review the parameters and press Create Role.

Create role

Review

Provide the required information below and review this role before you create it.

Role name*

Role description

Trusted entities

Policies

Permissions boundary

Mo fags were added.

CDKOptimalEC2RoleCrossAccount

Use alphanumeric and += _(@-_' characters. Maximum 64 characters.

Allows EC2 instances to call AWS services on your behalf

Maximum 1000 characters. Use alphanumeric and '+=,.@-_" characters.

AWS senvice: ec2. amazonaws.com

i'i ReadOnlyAccess [
CDKOptimalAssumeRole 4

Permissions boundary is not set
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* Required Cancel Previous Create role

Step 3 - Creation of the EC2 Instance

Connect to the AWS Console and go to the EC2.

From the EC2 Dashboard page Press the Launch instance button.

ahvsl

Services ¥

@O New EC2 Experience

% @ Welcome to the new EC2 console!
Tell us what you think . .
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EC2 Dashboard
Events mew

Tags

Limits

Instances

Instances wew
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts e
Scheduled Instances

Capacity Reservations

Images

AMIs

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

the new console, use the New EC2 Experience toggle.

Resources

You are using the following Amazon EC2 resources in the US East {N. Virginia) Region:

Running instances 1 Dedicated Hosts
Instances {all states) 14 Key pairs
Placement groups 0 Security groups
Volumes 14

@ Easily size, configure, and deploy Microsoft SQL Server Always On availability grou,

unch instance

To get started, launch an Amgzon EC2 instance, which is a virtual server in the cloud.

Note: Your instances will laugch in the US East (N. Virginia) Region
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¥ Network & Security

Security Groups | Scheduled events

Elastic IPs  mew
US East (N. Virginia)

Placement Groups wew
Mo scheduled events

Key Pairs new

Netwnork Interfares _

Choose an Amazon Machine Image (AMI)

Select Microsoft Windows Server 2019 Base. (Linux OS is not supported).
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aws ens

A AMN T Chidae turvim Typw a4,

y Imslnie i

pere Sacerity Groug e

Step 1: Choose an Amazon Machine Image (AMI)

®
| o st |

Armazen RIS

Ubstu Server 20 Dd LTS {HYM1 EBS Genessl Pupose (55D Voluma Type Suppon svalsbtie from Canonical flill fwww ubesy comicioed'senices

Roof Sevice lyps @88  Vrhesicshon how an  EMA Enabisd Vs

Ubuntu Server 1804 LTS (HVM), 55D Volume Typa - am-081Td428a6/68645 {64-br xB56) f am-02 11141647614 (54-B1 Arm)

Utaandu Server 18 04 LTS (HVM) EBS Ganseal Purposs (55 foluma Type Suppon availabis from Canonical [iip ey st Comiclisd'sanicas

Reot Sewce type ote Wirluaitabon bype Frem ENA Enabied Yes

Ara you launching a databate inttance? Try Amazon RDS.

Cancel and Exit

G-t (AP

Hide

Amazon Reaawnal Datasase Servce (ROS) miakes € easy be sl up operale. and scale your daaease o AWS by AUNemaing Wme-ssnsuming dalasase niandpemen) lasks. Y RDE can easty cepioy AMIZON AUrGra,
MariaDE, MySQL. Qracte, PosigraSQL, and 3GL Server databases 00 AWS A 15 3 MySGL- and PosigreSQL-compatibie, enlerpnse-cliss dalabase 3 1101 the Cos1 o eomenercaal databases Leam more akoul EDS

Launch a dalabase using ROS

Windows

Migrosof Windows Sarver 2015 Base - am)- 0412210001 774k
Micsosah Windows 2015 Datacenter sditien [English)

Bool devce bype sibs Virlushtabon bype hem ENA Enabied Yes

64-bit (xBE)

LT

Amaeen Linux

Deep Leamning AMI (Ubuntu 18.04) Versien 36.0 - arv 063585M0e06022308

KMt 1 70, Tensofiow.2 31, 21081153 PyTorch-1404 170 Neason & eters N¥IDLA NN NCCL Imel M DN Oockr, NVIDIA-Oackes B EFA cupport For fully mananed axpartencs chack
hapa fiswa amasen comisegemeker

Recl sz hppe ce TR AN ype fem THA Enabied Yes

Deep Learning AMI (Ubuntu 16.04) Version 36.0 - am-Oc2702a4Baacd4ba

MOINet-1 T 0. TarwoiFiow-2 31, 21081 153 PyTerch-140 8 170 EL Newon £ others NVIDLA A, cwDNN. NC mriell ML -DINN, Dockee. NVIDIA-Docker & EFA. For fully managed axperiencs, chach
hifps Haw3 amazen comsagomaker

Rool Sevice hype ots  Virlualzabon bype: v E

Dawp Learning AMI {Amazen Linuk 2) Version 8.0 - am (053R4 T4=ad508

MOMNet-1 T D TensorFlow-2319, 21041153 PyTorch-1 43 & 1 70 Newon A others NVIBIA CUDA. cuDNN, NCCL. Iniel MML-DNN, Dochen NVIDIA-Docher & EFA support For fully manaped axperence. chedk
pry 1wt Wma2on Comvsagemaker

64-bil (xB

6d-hit (xB&)

641l {xB6
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Choose an Instance Type

We have identified that Cloudockit Desktop performs at its best with 4 CPUs and 16 GiB of memory. You can however choose the type that

you prefer.

2 Choose Instance Tygs

Step 2: Choose an Instance Type

Amaran EC2 provides a wide selection of insfance types oplimized o fit

nesources for your appiications, Leam mong about instance tyy w thery Can moed your compt

Filtér By: All indtance famiiles ~ Current generation ~  Show/Hsde Columns

Curmently sslected: 2 lange: (- ECUS, 2 vCPUS, 23 GHz, -, B G memory, EBS on

Famiby Typa wviPUs (i

[ ] 2 12 large 2

2 12 wlange 2
2 Txdarge ]

N
3 5T 5

maedils

aarg
e -

ZalarE

Wlerent use cases. INSLances are v

MU Seavers [Ral cam nur

Bamory [GIE)

Instance Storage (H] | §

EBS oy

EBS only

EBS panly

EBS ofily

EBS only

EBS pnly

EBS only

EBS onk

MEmary, SIorage, and nebworking capacily, and ghe you he Sexbility 1o choose The appropnate mic of

EBS - Optimized Avasllsbla | Metwork Perdormance | | = IPwh Support (i)~

Low o Moderabe Yes
Liow [0 Mioderale Yes
Lo o WModerate Yes
Low 1o Moderale Yes

Low bo Moderaie Yes

derale -
. 5 G .

Yag 110 5 G Yag

ves U 10 5 Gigabn Yes

L] oo 5 Gigab ves

. g .

ag i 3 G Yeg

Vs Uo 1o 5 Glaabn Yeg =

Cance Brevious m Hext: Configure instance Details
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Configure Instance Details

Configure the instance based on your organization’s best practices and make sure to select the CrossAccount IAM role created in the
previous step.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage b Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the

Number of instances (j) K Launch into Auto Scaling Group ()

r
.,

S)

Purchasing option [JRequest Spot instances

)

Network (i)  [ypc9eff53e6 | defauli-vpc (default) 2| C create new vPC
Subnet (j) | No preference (default subnet in any Availability Zon: < | Create new subnet
Auto-assign Public IP () | Use subnet setting <
Placement group (i) [ Add instance to placement group
Capacity Reservation (j) | Open |
Domain join directory (i) | No directory *| Y rreste new diractans
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|

L e erRALAS AT MR el T

IAM role

I:CDKDptimalECERoIeCrossAo:ount '#] C Create new 1AM role

CPU options

Shutdown behavior

Stop - Hibernate behavior
Enable termination protection

Monitoring
Tenancy

Elastic Graphics

Credit specification

Add Storage

You can leave the default parameters.

©@ © eeee oe|e

S

[ specify CPU options

| Stop 2

(L] Enable hibernation as an additional stop behavior
[ Protect against accidental termination

[ Enable Cloudwatch detailed monitoring
Additional charges apply.

| Shared - Run a shared hardware instance 2
Additional charges will apply for dedicated tenancy.

(] Add Graphics Acceleration
Additional charges apply.

[ Unlimited
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Add Tags

Add the tags based on your organization’s tagging policy.

Configure Security Group

Create or assign a security group based on your organization’s security policies.

Review Instance Launch

Review the parameters that have been set and press launch to create the instance.

Step 4 - Installing Cloudockit Desktop

Downloading the Document
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You can get the Cloudockit installation file from our website.
Press the Download Now button to get the MSI.

Pricing Demo User Guide

=) Desktop

To run your documentation locally, in your
own environment, use Cloudockit Desktop

< Download Now )

Make sure to download the Cloudockit

Desktop user guide here

Launch your instance and copy the MSI file on the instance.
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Double click the Cloudockit icon to start the installation.

Click: Next

#2 Cloudockit Setup ®

Welcome to the Cloudockit Setup Wizard

£y . The Setup Wizard will install Cloudodkit on your computer.
BCloudockit

Click Mext to continue ar Cancel to exit the Setup Wizard.

Carefully read the terms in the license agreement.
Check the box “l accept the terms in the License Agreement”.

Click: Next
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#2 Cloudockit Setup X

End-User License Agreement
Please read the following license agreement carefully r(:|0ud0ckft

By subscribing, accessing or using the Services you agree to the *
terms of this Agreement. If you are accepting these terms on

behalf of another person, corporation or other legal entity, you
represent and warrant that you have full authority to bind that
person, corporation, or legal entity to these terms.

UMAknow and Customer agree to the following Agreement and
any Confirmation.

1. DEFINITIONS

[T accept the terms in the License Agreement

Select the path where you want to install Cloudockit Desktop.

Click: Next
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# Cloudockit Setup X

Destination Folder
Click Mext to install to the default folder or dick Change to choose another, i(’:loudockit

Install Cloudockit to:

IC:‘n,P'ngram Files\Cloudookith,

Change...

Click: Instal
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# Cloudockit Setup X

Ready to install Cloudockit

‘Eluudockit

Click Install to begin the installation. Click Badk to review or change any of your
installation settings. Clidk Cancel to exit the wizard.

Install

Once the installation is complete.

Click: Finish


https://pdfcrowd.com/?ref=pdf

Completed the Cloudockit Setup Wizard

Click the Finish button to exit the Setup Wizard,

Sioudockit

Thank you for installing Cloudockit.

Back Cancel

Step 5 - Creation of the Bucket

The bucket will allow you to save the documentation and be available to employees in your organization.


https://pdfcrowd.com/?ref=pdf

From the AWS Console, select S3

Press Create bucket in the upper right corner.

(5) 53 Replication lets you simply copy objects from one 53 bucket to another,

Amazon 53

Buckets (23) c [ Cromt buckee |

Buckets are containers for data stored in S5, Learm maone E

a 1 &
Hame - Region v Access L Creation date v
adk-elb-accesslog US East (M. Virginia) us-east-1 Objects can be public April 6, 2018, 15:29 (UTC-04:00)
adk-leo-test-bucket EU (Frankfurt) eu-central-1 Bucket and objects not public March 13, 2020, 14207 (UTC-04:00)
adk-polly-mp3s2018 U5 East (N Virginia) us-east-1 Dbjpects can be public March 5, 2018, 23:23 (UTC-05:00)
adk-polly-website 2018 LS East (M. Virginia) us-east-1 March 5, 2018, 23:22 (UTC-05:00)
adklifecyclepoliches U East (N. Virginia) us-east-1 March 26, 2018, 1320 (UTC-04:00)
amazondockit US West (Oregon) ws-west-2 _ﬂhl'ECTE-Ea_ﬂ_h'EDUhlIE March 11, 2016, 17206 (UTC-05:00)
aws-logs-349224196492 -us-east-1 U% East (M. Virginia) us-east-1 Objects can be public March 28, 2019, 14:28 (UTC-04:00)
cdk-iot-job-bucket US East (M. Virginia) us-east-1 C'I:IpEl:tS can be public August 22, 2018, 09:50 [UTC-04:00)

General Configuration
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Name your bucket and select the Region of your choice.

General configuration

Bucket name

CDKOptimalsetup

Bucket name must be unique and must not contain spaces or uppercase letters. See rules for bucket naming E

Region

US East (N. Virginia) us-east-1 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Bucket Settings for Block Public Access

Define the public access based on your organization’s best practices.
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Bucket settings for Block Public Access

Public access is granted to buckets and objects through access control lists {ACLs), bucket policies, access peint policies, or all In order to
ensure that public access to this bucket and its cbjects is blocked, turn on Block all public access. These settings apply only to this bucket
and its access peints. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you reguire some level of public access to this bucket or ebjects within, you can
customnize the individual settings below to suit your specific storage use cases. Learn more [/}

[ | Block all public access

Tuming this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

— || Block public access to buckets and objects granted through new access control lists (ACLs)

53 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access
ACLs far existing buckets and objects. This setting doesn't change any existing permissions that allow public access to S3 resources
using ACLs.

~ || Block public access to buckets and objects granted through any access control lists (ACLs)
53 will ignore all ACLs that grant public access to buckets and objects.

~ || Block public access to buckets and objects granted through new public bucket or access point policies
53 will block new bucket and access point policies that grant public access to buckets and objects. This setting doesn't change any
existing policies that allow public access to 53 resources.

~ [ Block public and cross-account access to buckets and objects through any public bucket or access point
policies
S3 will ignore public and cross-account access for buckets or access paints with policies that grant public access ta buckets and
objects.

ﬁ Turning off block all public access might result in this bucket and the objects within becoming public
AWS recommends that you turn on block all public access, unless public access is required for specific and
verified use cases such as static website hosting.

[ | I acknowledge that the current settings might result in this bucket and the
ebjects within becoming public.
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Bucket Versioning

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore
every version of every object stored in your Amazon 53 bucket. With versioning, you can easily recover from both unintended user actions

and application failures. Learm maore E

Bucket Versioning
O Disable
Enable

You can enable or disable bucket versioning based on your preferences.

Tags
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Add tags based on your organization practices.

Tags (0) - optional

Track storage cost or other criteria by tagging your bucket. Learn more [A

Mo tags associated with this bucket.

Add tag

Default Encryption
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Default encryption

Automatically encrypt new objects stored in this bucket. Learn more [A

Server-side encryption
0 Dizable
Enable

Ensure to copy the Bucket ARN in a secure place. You will need it later.

Click: Finish

S3 Bucket Policy

You must now give your |IAM user the policy to allow the S3 bucket to drop the files that Cloudockit will create.
Sign in to the AWS Console and open the IAM console at https://console.aws.amazon.com/iam/.

In the navigation panel, choose Users and search for the user you created.


https://console.aws.amazon.com/iam/
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Select the username

Click: Add Permissions

Identity and Access
Management (IAM)

Dashboard

» Access management
Groups
Users
Roles
Folicies
Identity providers

Account settings

» Access reports
Access analyzer
Archive rules

Analyzers

Qattinmc

T

Q cdk

User name «
cdkdesktopjfc
cdkfullaccesskeys

v  CDKOptimalMultiAccountScan
cdklUserDev

cdklUserReadonly
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Add Permissions to Users

Select Attach existing policies directly.

Click: Create Policy

Add permissions to cdkoptimalsetup

Grant permissions

Use LAM policies 10 grand permissons . You Can assgn an exsing Wh')*ate o MW one

Copy permissions fram
m”""' user o group exisling uses

Create policy

Filter policies - Q, Search

Palicy name =
¥ Arress Tollmaknowiocoum
¥ advpascaitast]

b BB AsminsyaloAccess

v Wl AlexaForBusinessDeviceSetup

b0 AlexaForBusinessFullAccess

b Bl AlexaForBusinessGalewayExecution

v Wl AlexaForBusinessLifesizelelepatedAoessPolcy

O 1 AlexaForBusinessFoly DelegatedaccessFolicy

Altach existing pobcies
directly

Type

Cuslamer managed
Customer managed
Job funchion

AWS managed
AWS managed
AWS managed
AWS managed
AWS managed

2]

Used 23

Pefmissions palicy (1)
e
Permissions policy (23)

Boumsdany (1)
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Create Policy

Select JSON tab and paste the following code in the window.

"Version": "2008-10-17",
"Statement": [

{

"Effect": "Allow",
"Action":[ "s3:*" ],
"Resource":[ "arn:aws:s3:::cdkoptimalsetup" ]

Under the Resource value, make sure you replace arn:aws:s3::.cdkoptimalsetup with the Bucket ARN saved in the previous step.

Click: Review Policy

Visual editor JSON Import managed policy

: "Version": "2812-18-17",
= “Statement”: [
A= {
"Effect": "allow",
6= “"Action™: [

LU= L
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1,

"Resource”: [

"arn:aws:s3:

1

::cdkoptimal setup”

cancel BT policy
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Review Policy

Give your policy a unique name, a description and click Create Policy.

Create policy

Review policy

Name* CDKOptimalSetupPolicy

Use alphanumeric and ‘+=_@-_" characters. Maximum 128 characters.

Description

Maximum 1000 characters. Use alphanumeric and "+=_@-_" characters.

Summary

This policy defines some actions, resources, or conditions that do not provide permissions. To grant access, policies must have an action that has an

applicable resource or condition. For details, choose Show remaining. Learm more

Q, Filter

Service = Access level Resource

Allow (1 of 241 services) Show remaining 240

3 Limited: List, Read, Write, Permissions BucketName | string like |
management, Tagging cdkoptimalsetup

Request condition

Mone
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* Required

Cancel Previous Create policy

Storage Account

From the Storage Account, click on Permissions and then Bucket Policy. Ensure you have the following statement: replace the IAM User
Arn and Resource.

"Version": "2008-10-17",
"Id": "Policyl1335892530063",
"Statement": [

{
"Sid": "Stmt1335892526597",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam: :xxXxXx:UusSer/xxxxxxx"
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s
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::yourS3Bucket/*"

Step 6 - Policies

Now that we have a user created, an EC2 Instance created as well as a storage account, it is time to apply the policies.

Policies were already given to the user account in the previous step, therefore it has read access at the account level.

AWS Billing

To read billing information from AWS, the credentials used to generate the documentation must have “aws-portal:ViewBilling" policy.
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AWS Trusted Advisor

To read information from AWS Trusted Advisor, the credentials used to generate the documentation must have the following policy.

"Version": "2008-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ce:Get*",
"ce:List*",
"ce:Describe*"

1,

"Resource":[ "*" ]

AWS Organizations Accounts
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In the generated documents, if you want to view details of the accounts from your organization, you will need to choose an AWS master
account when logging on Cloudockit website.

Bl AWS Organizations

“ c

i Apps R “loudncl Clo [ir l LI Akmow Support l Microsoft Certifscadi...

aws

Cm Failed account creation requasts

Account name Ermail Accownt I Starus

Joined on 1730718

Joinied an 1730018

']
]
1]
i
[-1
=]
-]
]
(=]

Created on 39720
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AWS Organizational Units and Accounts

If you want to view details of the organizational units and accounts of your organization in the generated documents, you will need to
choose an AWS master account when logging on Cloudockit website.
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a‘fs Senices v

@ AWS Organizations

Acoounts ()rganlze accounts Palices

Root

© Root 8 ' TREE VIEW

t

lou kitPr i Cloudockit-Test-2
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AWS Member Account

When you choose an AWS member account, the generated documents will display the information of your organization and minimum
information about your account (e.g.: Id, ARN).

Step 7 - AWS Cross-Account Roles

In each AWS Account you want to scan, you need to create a role named CloudockitScanRole (or any name that you prefer).

Here are the steps to create this role:

From IAM console, click on Roles and then Create role.

e Select Another AWS Account. Enter the Account ID where you are installing the EC2 instance that will run Cloudockit Desktop.
e Click Next and select the ReadOnlyAccess

* Click Next: Review

* Enter the name: CDKOptimalScanRole (Or which ever name you gave it)

e Click on create role

* Repeat those steps in all AWS Accounts
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Step 8 - Launch Cloudockit Desktop and Schedule a Document
Generation

Connect to the EC2 Instance created.

Launch Cloudockit Desktop.

Activating Cloudockit

Click on the desktop shortcut of Cloudockit to launch the application.

You will need to enter your product key to activate Cloudockit Desktop.

If you haven't purchased a product key, please visit https://www.cloudockit.com/pricing/
You will see a message confirming that the activation was done successfully.

Click: OK


https://www.cloudockit.com/pricing/
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Connecting to an AWS Platform

Select Start or Schedule a Document Generation
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Start or Schedule
a document generation

View all schedules

View all
document generations

Manage license

Help

Select Cross-Account Role.
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Select your platform

Zha

& Google Cloud

vmware B Hyper-V

Select AWS from the list of platforms.
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Sign in to HWS

e, —

Use Access Keys Use Cross-Account Role

Enter the Access Key ID, Secret Access Key, and Role to Assume.

Click: Login
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Sign in to HWQ

List all accounts with:  IAM User . Custom list

Access Key ID :

AKIAVCT3CLGGPZGRZMRL

Secret Access Key :

Role To Assume :

CDKOptimalEC2RoleCrossAccount

Use AWS Government

Remember Credentials (i)

Login

You now need to select the accounts you want to document.

Click: Continue
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Select the account(s) to scam :

All accounts

CloudockitProduction
Cloudockit-Test-2
Pascal Bonheur
umaknow

078720007003

Continue

Schedule a Document Generation

Now that you are logged in, it is time to define what information you want to generate using Cloudockit.

Set the desired parameters under Documents, Workloads, and Organize Content.
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Track Changes

Use the storage account created previously for track changes. This will allow you to see the differences that have occurred between a
previous document generation and the one running right now.

Select Track Changes from the left menu.
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Compare with previous versions

| . Diacuments
B Track Changes fieature saves a snapshot of your current emaronment and allows you to compare it with a previous snapshot. The snapshot wall be saved in your selected storage.

- IR TP
Workicads Please choose the type of storage you'd like to use:  Cloud Storage . Local Folder

Organize Content

Cloud Storage
Drop-off
bnt ~count Name [ex: companynamecliouddockt)

Compliance

Generate Please note that the cl ge. once validated, will also be applied

Please ereate and wse & dedicated shorage a5 CORS rules will b2 apphed o the

Enter the name of the bucket in the Account Name box and press validate.

A confirmation message will display that the bucket is valid.
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Igll’*&%Iouclr:m:l(it

Check the box Save a snapshot for comparison.

This will save a JSON file in the storage account every time a document generation runs.
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Compare with previous versions

| Documents - . ]
Track Changes feature saves a snapshot of your current emvironment and allows you Lo compare it with a previous snapshaot. The snapshot will be saved in your selected storage,

Please choose the type of storage you'd like to use:  Cloud Storage . Local Folder 5t

Cloud Storage
Account Mame [ex companynamecliouddocit)

Lo s cdkoptimalsetup

ge’ Drop-Ciff

e,

Generate
Scheculing Save snapshot for future compansons

Compare with a previously generated document
Mﬂl‘l.}gn} I:.:-nhgur:m!:.nz.

Check the box Compare with a previously generated document.
Select the first empty row that appears below.

This will always select the most recent file in the storage account to compare.
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| Save snapshot for future comparisons

v | Compare with a previously generated document (in the selected directony)

Thursday, Mowvember 5, 20:

Thursday, November 5, 20z
Thursday, Movember 5, 202
Thursday, November 5, 202

Drop-Off

In the Drop-Off settings, the same bucket as defined in the Track changes section is selected.
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Drop-0ff Settings Your Storage

o should Cloudackt delives your documents snd noily you 7 "
Hiowe should Cloudeciat delver your - Please choose the type of shornge yos'd e touse | Cloud Sceage ) Local Folder Storage

L hoaad Siorage

ediooptmalsetup

& Generate

Schweduling

[ Marage Confiquraticen

Scheduling

Define the desired schedule for your documentation to run and save your schedule.
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Schedule the documents generation

. Dosnements

" Worklasdy m

Tuesday, §0 Movember 2020 1L&00

Orguanicn Combmed

Track Changes ey (IR et

Tuesday
Diop-off

Tuesday, 1
Compliance

Eemer @ desCnplann fd sCheduleg. Thes will alkow you 10 slertly (he sihemulng easdy

Generala

I; Manage Confapusatiom
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Configuration

Enter a unique name in the parameters you have set and press Save Current Configuration.

Your configuration is saved, you can load or edit it in the future.

aws

Manage Configurations

J Documents
Lk this screen to save your curnent configuration

This will save: the configurations like Documents ouptut, Selected Workloads, Organize Content, et
Wiorkloads This wall not save your authenboation settings and curmently selected ermaronments

Organize Content Save Configuration Export Configuration @

Track Ch
[ aNGes ¥ | Encrypt Configuration File

. e ) -

Comphance

E:.irm.g l;'mﬁguml oes (D Import Configuration o

vore- ([ D

® Generate

Scheduling

Configuration Description Actions
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Step 9 - Validate that Documents are Successfully Generated

Once your scheduled document generation is complete, let’s validate that it has been scheduled properly.
From the main menu, select View All schedules.

You will see in the list the scheduled documentation you configured.

You can press run now to generate a manual document generation or wait for the schedule to run its course.

Once your document will be completed, you will be able to access it from the Storage Account or from the desktop application.
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Fi‘f(]:loudockit

This is the list of all your current schedules

Swbscyiption Schedule Descpbon

FAU7 T4 196407 NS Optimal Sebup

Click View all document generations from the main menu.
You have the list of all generated documents.

You can access the documents from the View Documents button on the right.
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List of all docwment generations

Status &l

Cloudockt - Test Erv Successiul {1,/2000 60221 PW

149224 10452 Sopped M2 1,200 201347 P
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BA2 A N D640 LIRS
Wicroac# Anare Spornorshep - Cloudodin! Deseloparssnt Sehasduked Suroesstul 2070 HEDOEDD Ak
Wicomecf Anare Sporsorshep - Cloudcdin! Deselopersent

Successiul
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LATEST ON OUR BLOG

Great new Cloudockit Features Including Compliance Rules, AWS Backups, Google Cloud Billing,
and More.
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Great new features for Azure and AWS users plus download Cloudockit Desktop easily
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